Timing Attacks on Memory
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What is Memory Deduplication?
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What does copy-on-write mean?
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IT neeps more Time!




Who uses Memory Deduplication?
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Attack Steps
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Code Comparison

NaTive C Cope

pages (char*) mmap ( ... );
/* f1ll pages & wait */

for(1 = 5; 1 < size: 1+=4096)
{
a = rdtsc();
pages[1] ='a';
b = rdtsc();
result = b-a;
}

JavaScripT Cope

pages = new Uint8Array(size);
/* f1ll pages & wait */
= 5; ] < size; j = j+4096)

for(var j

{

var t1

pages[]j]

var t2
result

window.performance.now();
= 10;
window.performance.now();
t2 - t1;




Detect Memory Deduplication
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Evaluation based on:

eexisTIinG ArTacks (naTive)
eWeBsiTe petecTion (naTive)
eNew AtrTtacks (JavaScRripT)

eSystem Loap ErFrecTs (JavaScRrirT)




Existing Attack (native)
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Detect Browser-Content (native)
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Access Cycles

WHICH siTes are oren?




Bringing the Attack to the Web

Access Time in Namnoseconds
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IT IS POSSIBLE TO MeasuRre Time In JavaScRrIPT:
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What other sites are open? (JS)
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NOT as aCCuRraTe as naTive cobe,
BUT 3CCURATEe eNOUGH!




(JS)

Does system load effect accurancy?

ol

—
-

ol
ol
ol

.

SPUOISS0UER U] 8] | 55300

L

=
L

MNormal Page
COW FPage

il
ol

(|

ol

ol
(nam

ol
ol

Fd

Lo

il
|

1,500

ol
il

ol
ol

ol |

Fage

(Low-LoaD)




Does system load effect accurancy?
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Countermeasures?

vimware

DisaBLe MemoRry DebpupLICaTION.
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Timing Attacks on Memory
Deduplication

QUESTIONS?




